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a search, which required a warrant. The decision was based on a reasonable expectation of 
privacy even with the availability of technology outside the home.

Law enforcement surveillance is essential to criminal investigations and may be con-
ducted, for example, through computers, satellites, and mobile phones. The Communications 
Assistance for Law Enforcement Act (1994) allows federal agencies to more easily monitor 
phone calls and Internet messages (see Figure 6.5). After the September 11 terrorist attacks, 
sophisticated monitoring devices were designed to search suspicious terms in emails, texts, 
and phone conversations. In contrast, the Electronic Communication Privacy Act (ECPA; 
1986) established stricter standards and requirements for search warrants. The ECPA, how-
ever, allows agencies access to emails older than 180 days without a search warrant. In 2010, 
an appellate court held that email was protected under Fourth Amendment rights and  

government agencies must establish probable cause before forcing Internet  
providers to reveal users’ messages.14

Currently, courts are struggling over the issue of monitoring cell phones 
and whether a warrant is needed in nonemergency situations. In Rhode Island, 
a judge determined that cell phone evidence collected without a warrant could 
not be used in the trial of a man charged with murdering a 6-year-old. In con-
trast, a Washington court ruled that text messages and voicemail messages are 
not protected under state privacy laws. In California, police may examine infor-
mation on a cell phone if found on a suspect at the time of arrest. The U.S. 
Supreme Court has yet to hear a case dealing with cell phones, though in 2012 it 
ruled that a search warrant is needed to install a GPS tracking device on private 
property such as vehicles.15

Canine Searches
While often not thought of as technology, a dog is an 

investigative tool—a form of technology—used to investi-
gate crime. The Supreme Court also is tasked with deter-
mining the limits of search and seizure with police dogs. 
In most cases, the Court has determined that canine sniffs 
are allowed under the Fourth Amendment. Trained drug- 
sniffing dogs are commonly used in airports, and any alerts 
by the canines may establish probable cause for a search 
warrant. In 2012, the Court examined the actions of Franky, 
a Labrador Retriever, and Aldo, a German Shepherd. The 
cases began in Florida when state courts determined that 
the detection of drugs by police dogs constituted unrea-
sonable search and seizure under the Fourth Amendment. 
The two primary questions in the case involved the use and 
qualifications of the dogs. Can a dog sniff outside a home 
without a warrant? What qualifications are necessary for a 
dog to conduct a sniff and search?

In Franky’s case, an anonymous informant reported 
a marijuana growing operation inside a particular house. 
Franky and a detective went to the door, and the dog alerted 
his handler to the odor of drugs. The decision in the Florida 
court noted this tactic was an “unreasonable governmental 
intrusion into the sanctity of the home.” In other words, 
the expectation of privacy is higher in your home compared 
with an airport or a public street. In Aldo’s case, an offi-
cer pulled over Clayton Harris for an expired license plate. 
Harris, who appeared nervous, refused the officer’s request 
to search the truck after the latter noticed an open beer can. 
Aldo circled the truck in a “free air sniff” and gave the officer 
his alert sign for drugs. The subsequent search revealed 200 
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This police dog became sick after inhaling methamphetamine 

during a search in Ventura County, California. Under what 

circumstances should law enforcement agencies be allowed 

to use canines?
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